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1. Company & Product Overview
Q: What does Sensei Project Solutions do?
A: Sensei Project Solutions is a Microsoft Solutions Partner that builds and maintains Sensei IQ — a project and portfolio management solution built natively on Microsoft Power Platform and Dataverse.
Q: How is Sensei IQ licensed and delivered?
A: Sensei IQ is licensed on a per-user subscription basis and delivered as a Power Platform solution imported into the client's own Microsoft 365 tenant. There is no Sensei-hosted infrastructure involved in delivery.
Q: What makes Sensei IQ different from a traditional SaaS product?
A: Sensei IQ is not a cloud service operated by Sensei. It is deployed as a Power Platform solution that runs entirely inside the client's own Microsoft 365 tenant. Client data is stored in the client's Dataverse environment and never transmitted to Sensei's systems. This fundamentally changes how most standard SaaS security controls apply — the client's tenant IS the environment.
2. Data Classification & Handling
Q: What types of data does Sensei IQ process?
A: Sensei IQ processes project, program, and portfolio management data as configured by the client — including project records, resource assignments, timesheets, and portfolio analytics. This data is stored in Microsoft Dataverse within the client's own tenant.
Q: Does Sensei classify or store client data in Sensei systems?
A: No. Sensei does not classify, store, or process client business data. All data processed by Sensei IQ resides in the client's Dataverse environment. Sensei does not receive copies of client data and has no standing access to it.
Q: How is sensitive data protected within the application?
A: Sensitive data is protected through Dataverse's built-in encryption (AES-256 at rest, TLS 1.2+ in transit), Dataverse security roles enforcing least-privilege access, and the client's own Microsoft 365 security controls including Entra ID authentication and Conditional Access policies.
3. Data Storage & Residency
Q: Where is client data stored?
A: All Sensei IQ data is stored in Microsoft Dataverse within the client's own Power Platform environment. Data resides in the geographic region the client selected when provisioning the environment. Data does not leave the client's tenant.
Q: Does Sensei have access to client data?
A: Under normal operating conditions, Sensei staff have no access to client Dataverse data. Access is only possible if a client's tenant administrators explicitly grant it for a defined purpose (such as support or implementation). That access can be revoked at any time by the client.
Q: What is the data retention policy for Sensei IQ?
A: Data retention for Sensei IQ is governed entirely by the client's Microsoft 365 and Dataverse retention policies. Sensei does not manage, configure, or influence data retention in client environments.
Q: Can clients control data residency?
A: Yes. Data residency is determined by the client's choice of Power Platform environment region. Sensei IQ does not alter or override this setting.
4. Encryption
Q: How is data encrypted at rest?
A: All Dataverse data is encrypted at rest using AES-256 encryption managed by Microsoft. Clients can optionally configure customer-managed encryption keys (CMK) through the Power Platform Admin Center.
Q: How is data encrypted in transit?
A: All data in transit is encrypted using TLS 1.2 or higher. This is enforced by Microsoft Power Platform and applies to all communication between users, the Power App, Dataverse, and integrated Microsoft services.
Q: Who manages encryption keys?
A: By default, encryption keys are managed by Microsoft. Clients who require direct control over encryption keys can enable customer-managed keys (CMK) through their Power Platform Admin Center — this is a client-side configuration.
5. Identity & Access Management
Q: How do users authenticate to Sensei IQ?
A: Authentication is handled entirely by Microsoft Entra ID (Azure Active Directory) using OAuth 2.0. Sensei IQ has no separate identity store. All of the client's existing identity policies — MFA, Conditional Access, sign-in restrictions — apply automatically.
Q: Does Sensei IQ support multi-factor authentication (MFA)?
A: Yes. MFA is enforced through the client's Entra ID Conditional Access policies. Sensei IQ does not bypass or override any authentication policies the client has configured.
Q: How is access controlled within the application?
A: Authorization is managed through Dataverse security roles, which client administrators assign and manage. Sensei IQ ships with pre-defined roles designed around least-privilege principles.
Q: Does Sensei use service principals in the client's tenant?
A: Some Sensei IQ components use Azure service principals registered in the client's tenant for integrations and automated processes. These principals are granted minimum required permissions, are visible and manageable by client administrators in Entra ID, and can be revoked at any time by the client.
Q: How is the Joiner/Mover/Leaver (JML) process handled?
A: JML for Sensei IQ users is managed through the client's standard Entra ID user lifecycle processes. Disabling or removing a user's Entra ID account immediately revokes their access to Sensei IQ. For Sensei staff access granted by a client, Sensei follows a documented deprovisioning procedure upon role change or departure.
6. Network Security
Q: What inbound network connections does Sensei IQ require to Sensei infrastructure?
A: None. Sensei IQ does not require any inbound connections to Sensei-operated infrastructure. It operates entirely within Microsoft's Power Platform trust boundary using standard Microsoft 365 HTTPS/TLS connectivity.
Q: Does Sensei IQ expose any APIs or webhooks on the internet?
A: No. Sensei IQ does not operate internet-facing endpoints. All communication is handled within the client's Microsoft tenant boundary.
Q: How is the application protected from network-level attacks?
A: Network-level protections (DDoS mitigation, backbone security, service isolation) are provided by Microsoft's Azure and Power Platform infrastructure — the same protections Microsoft applies to all M365 services.
7. Application Security
Q: What secure development framework does Sensei follow?
A: Sensei follows the Microsoft Security Development Lifecycle (SDL), embedding security requirements into design, development, testing, and deployment phases.
Q: Are code changes reviewed before deployment?
A: Yes. All code changes require a peer-reviewed pull request before merging. Direct commits to protected branches are blocked by branch protection rules. Code review includes explicit security checks (input validation, output encoding, authentication/authorization correctness, secrets scanning).
Q: What automated security scanning tools are used?
A: Sensei uses CredScan (credential and secret scanning), BinSkim (binary security analysis), ESLint/StyleCop (code quality and vulnerability patterns), CodeQL (semantic security analysis), and dependency vulnerability scanning on every build pipeline run.
Q: How are secrets and credentials managed?
A: All production secrets, service principal credentials, and sensitive configuration values are stored in Azure Key Vault. Secrets are not stored in source code. Credential scanning (CredScan) enforces this in every build pipeline.
8. Vulnerability Management
Q: How does Sensei identify and track vulnerabilities in Sensei IQ?
A: Sensei uses static analysis and dependency scanning on every build to identify vulnerabilities in application code and third-party packages. Findings are triaged by a developer within three business days of detection, and resolved or formally accepted with documented justification.
Q: How are third-party dependency vulnerabilities managed?
A: Dependencies are version-locked using package lock files. Automated scanning checks direct and transitive dependencies against public vulnerability databases on every build. Security advisories are monitored and acted upon promptly.
Q: What is the remediation process for security findings?
A: Findings are tracked as work items in Sensei's development backlog. Critical and high findings are prioritized for immediate remediation. Medium and lower findings are scheduled in the normal development cycle or formally accepted with documented justification and mitigating controls.
9. Incident Response
Q: What is Sensei's incident response process?
A: Sensei's incident response process follows a seven-step model aligned with NIST SP 800-61: (1) Detect, (2) Contain, (3) Escalate, (4) Assess, (5) Act, (6) Notify, (7) Review. Incidents are overseen by Sensei's Director of Products & Solutions and CTO.
Q: Who is responsible for incident response involving client tenant data?
A: Because Sensei IQ runs in the client's own Microsoft 365 tenant, the primary detection and response capability for data-related incidents lies with the client's security team using Microsoft's tools (Purview, Defender, Entra ID). Sensei supports client incident investigations when requested and provides relevant information about expected service principal activity and recent deployments.
Q: How will Sensei notify clients of a security incident?
A: If a Sensei-internal incident could affect clients — for example, a compromise of Sensei's development infrastructure — Sensei will notify affected clients promptly through the client's designated security contact. Sensei documents all significant incidents and conducts post-incident reviews.
10. Business Continuity & Disaster Recovery
Q: How does Sensei ensure business continuity for Sensei IQ releases?
A: Sensei maintains quarterly release backups containing source code snapshots, deployment artifacts, CI/CD pipeline definitions, and release documentation. This enables recovery from repository incidents, build infrastructure failures, or the need to roll back to a known-good release state.
Q: What is the disaster recovery capability for client data?
A: Client data DR is handled through Microsoft Power Platform's built-in environment backup and point-in-time restore functionality, accessible to client administrators through the Power Platform Admin Center. By default, Power Platform retains 28 days of backups. Sensei does not manage client backup configuration.
Q: What is the uptime SLA for Sensei IQ?
A: Sensei IQ availability is governed by Microsoft Power Platform service SLAs. Microsoft publishes these at https://www.microsoft.com/licensing/docs/view/Service-Level-Agreements-SLA-for-Online-Services.
11. Compliance & Certifications
Q: What compliance certifications does Sensei IQ hold?
A: Sensei IQ runs on Microsoft Power Platform and Dataverse, which are covered by Microsoft's compliance certifications including SOC 1 Type II, SOC 2 Type II, ISO 27001, ISO 27018, GDPR, HIPAA/HITECH (with a Microsoft BAA), and FedRAMP. These certifications apply to the infrastructure on which Sensei IQ operates. Microsoft's compliance documentation is available at https://servicetrust.microsoft.com.
Q: Does Sensei have its own SOC 2 report?
A: Sensei Project Solutions does not independently hold a SOC 2 certification. Sensei IQ operates on Microsoft-certified infrastructure (Power Platform, Dataverse, Azure) rather than Sensei-operated infrastructure. We encourage clients to review Microsoft's SOC 2 Type II report through the Microsoft Service Trust Portal, as it covers the platform on which Sensei IQ runs.
Q: Is Sensei IQ GDPR compliant?
A: Sensei IQ is designed with GDPR principles applied. The client's organization is the data controller for Sensei IQ data. Sensei is not a data processor — Sensei IQ operates within the client's environment and Sensei does not receive client data. GDPR obligations (data minimization, retention, erasure rights) are managed through the client's Microsoft 365 compliance tools.
12. Third-Party & Vendor Risk
Q: What third-party vendors does Sensei use to deliver Sensei IQ?
A: The only external platform dependency for Sensei IQ is Microsoft (Power Platform, Dataverse, Azure). Sensei does not use additional SaaS vendors or cloud providers to store or process client data.
Q: How does Sensei manage vendor risk?
A: Sensei's primary infrastructure dependency — Microsoft — is assessed through reliance on Microsoft's published compliance documentation, SLA commitments, and Azure security framework. Vendors contracted for Sensei internal operations (HR/payroll providers, productivity tools) are evaluated for security practices and operate under contractual agreements requiring appropriate data handling standards.
13. AI Usage
Q: Does Sensei IQ include AI features?
A: Sensei IQ does not currently embed AI capabilities within the product. If clients enable Microsoft Copilot in their M365 environment, it operates under the client's Copilot license and governance, not under Sensei's control.
Q: Does Sensei use AI tools in development?
A: Sensei's development team uses productivity-focused AI tools including GitHub Copilot and Microsoft 365 Copilot. All AI tool usage in development is governed by Sensei's AI policy, which requires human review and approval of all AI-generated code before it is committed. AI tools do not have access to client tenant data.
14. Subprocessors & Data Sharing
Q: Does Sensei share client data with any third parties?
A: No. Sensei does not receive, store, or share client data. There are no subprocessors that handle client organizational data on Sensei's behalf. Sensei IQ runs in the client's own Microsoft tenant and client data never crosses into Sensei's environment.
Q: Is Sensei a data processor under GDPR?
A: No. Sensei Project Solutions is not a data processor for client organizational data. Sensei IQ operates within the client's own environment. The client's organization is the data controller. Microsoft is the processor for the infrastructure services (Dataverse, Power Platform, Azure) under the Microsoft Data Processing Agreement included with M365 licensing.
15. Penetration Testing
Q: Has Sensei conducted third-party penetration testing of Sensei IQ?
A: Because Sensei IQ is deployed into each client's unique Microsoft 365 tenant, penetration testing is most meaningful when conducted against the actual client environment — which has its own specific security configuration, user base, and Conditional Access policies. Sensei does not conduct penetration tests on our own isolated tenant as a proxy for client environments.
Q: Can our organization conduct penetration testing on Sensei IQ?
A: Yes. Because Sensei IQ is installed in your own tenant, your organization can engage a third-party security assessor to test your Power Platform environment. You own the environment, and Microsoft's terms permit penetration testing of your own tenant resources. This does not require coordination with or approval from Sensei.
16. Right to Audit
Q: Can our organization audit Sensei IQ?
A: Because Sensei IQ runs in your own tenant, your organization has direct access to audit logs and access records via Microsoft Purview, Power Platform Admin Center, and Entra ID — without any action required from Sensei. For review of Sensei's internal development and security practices, Sensei will provide documentation and policy artifacts upon request under NDA.
Q: Can we review Sensei's source code?
A: Sensei's source code is available for security review upon request under a mutual NDA. We welcome this kind of review and see it as consistent with the transparency principles behind our tenant-installed deployment model.



For questions or to request additional documentation, contact: security@senseiprojectsolutions.com
Security documentation: docs.senseiiq.cloud/docs/security/overview
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